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WHAT IS A PHISHING?

Phishing = The use of malicious emails that cause the recipients to divulge sensitive
information or perform a task to bypass security.

Scammers incorporate the use of threats, unrealistic offers and coercion to create a
sense of urgency in the user.

WHAT CAN I DO TO AVOID BECOMING A VICTIM?

Check spelling of the sender’s email address to ensure its legitimacy

Free iPhone

2z From: Apple Inc / timcook@apple.com N°te
W To: winner@yahoo.com misspelled

Dear Winner, email address

You have been selected to receive a
free iPhone. In order to claim your
Manager <Manager@PossibleSpam.com> free iPhone you must respond within
tome v 10 minutes.
This Ic from: Manager@PossibleSpam.com
o Stafi@Testing.com Claim your phone by clicking below
B N3, 2020, 11:14AM and entering your iCloud username
© What we're talking about and paSSWOI’d

Testing.com
emails.Testing.com

& Standard encryption (TLS) Learn more https://www.apple.com/free-iPhone

Important mainly because it was sent directly to you.

Free iPhone
¢ From: Apple Inc / timcook@apple.com

-

&  To: winner@yahoo.com What if an email said: 'If you respond to this
Dear Winner, email in 10 minutes you win a free ipad.'
You have been selected to receive a .
free iPhone. In order to claim your Offel' that IS | it If hi
free iPhone you must respond within t d t Would you resPond to it? If something
10 minutes. oo 900 o seems too good to be true it probably is.
Claim your phone by clicking below

be true i
and entering your iCloud username Attackers use methods like this to create a
and password. sense of urgency in the recipient.

https://www.apple.com/free-iPhone

Look out for requests for sensitive information

Free iPhone

¢ From: Apple Inc / timcook@apple.com

W To: winner@yahoo.com

Dear Winner,
DO NOT enter your username and You have been selected to receive a

password into unfamiliar websites. free iPhone. In order to claim your
free iPhone you must respond within
10 minutes.

Claim your phone by clicking below Request for

and entering your iCloud username

and password. sensitive
x -
https://www.apple.com/free-iPhone |ﬂformation

Free iPhone

From: Apple Inc / timcook@apple.com
To: winner@yahoo.com

These links can be easily faked by Dear Winner, ,
You have been selected to receive a

scammers - the site may very well free iPhone. Inorder to claim your
not be the site linked to the free iPhone you must respond within
address. 10 minutes.

Claim your phone by clicking below
and entering your iCloud username
and password.
https://www.apple.com/free-iPhone Hyperlink inan
unexpected
email

Mouse over hyperlinks to see where the link will take you (Do
not click on the link unless you know it is legitimate)

Free iPhone

_#  From: Apple Inc / timcook@apple.com
W To: winner@yahoo.com

Dear Winner,

You have been selected to receive a
free iPhone. In order to claim your
free iPhone you must respond within
10 minutes.

Claim your phone by clicking below

https://steal-your-password.com

https://www.ap “le.com/free-iPhone

Use a secondary verification method Notify the IT Department of
(ex: phone call or text message) any suspicious requests

Expressing your concerns as soon as possible can help the
rest of the team from falling prey to a phishing email.

Let your IT professionals investigate any communications
you have concerns about.

Do not respond to a questionable email, or forward it, without
checking its validity! Rely on your IT Department for assistance.

Need Help Securing Your Business?
Contact Anjolen Inc:
Michelle Tuttle: mtuttle@anjolen.com


https://its.ny.gov/document/acceptable-use-information-technology-it-resources-policy



